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Who am 1 What is ITL?

) 1 OEOEAI| Afouhde#GEQO , AAG O
ITL focuses on OS security research:
EAOT Al EIT £ZAAOET 1 Oh AAOAT AA
anti-malware mechanisms, virtualization security issues
Right now working with Phoenix Technologies,
researching security of effective thin hypervisor
Implementations

ITL also does trainings and consultations:
O51 AAOOOAT AET ¢ 30AAI OE - Al
Founded in April 2007, currently 2 people and growing :)
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What | will be talking about?

Virtualization -based rootkits
What is so special about them?
Facts & myths about virtualization rootkits

How real is this threat today?
VMs as Security Boundaries

Isolation provided by VMMs?

VMMSs vs. MicrokerndbasedOSes
Nested Virtualization

What are the security implications?
What are the positive applications?
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Virtualization based rootkits




Hardware vs. Software virtualization

S/W based (x86)

H/W virtualization

2ANOEOAO OAI O1 AOBMX (htelx8ex64 OA OO O

privileged code

can be implemented very
efficiently: BinaryTranslation
Does not allow full virtualization

sensitive unprivileged
Instructions GxDT)

Widelyused today
VMWare Workstation 6
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SVM/PacificaAMD x64
$1T A0 11T O OANOEOA
code emulation
Should allow for full
virtualization of x86/x64 guests
Still not verypopular in
commerciaVMMs
XEN3, Virtual PC 2007



Full VMMs vs. “Thin hypervisors”

Full VMMs O4EET EUPAOOEC
Create full system abstraction Transparently control the target
and isolation for guest, machine
Emulation of 1/O devices Based on hardware virtualization
Disks, network cards, ~ (SVM, Vi)
COAPEEAO AAOAO#H Isolgtignmight not be agoall
Trivial to detect, native I/0O access
Usage: Shared address space with
server virtualization, guest (sometimes)
malware ana|ysis’ Very hard to detect
Development systems Usage:
stealthmalware
Anti-DRM
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Original Blue Pill Proof-Of-Concept

Originallydeveloped folCOSEINC by yours truly,
Presented at Black Hat 2006 in N\Asgas,

Also Dino DaZXovipresented his Vitriol, which was
similar, but worked for Intel \ck

COSEINC owns theriginal Blue Pill code,
May 200z we designedand wrote from scratch the
New Blue Pil[NBP)

AlexTereshkinwrote most of the code
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Blue Pill Idea

Exploit AMD64 SVM . :
i Blue Pill Hypervisor
extensions to move the

operating system into the
OEOOOAI | AAE|
the-/El UG q

Providethin hypervisor to
control the OS

Hypervisorns responsible
for controlling Blue Pill (executable)
OET OAOAOGOET ¢
guestOS
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BP installs itself ON THE FLY!

BP installgtself on the fly
Thus, no modifications to BIOS, boot sector or
system files ar@ecessary,
BP doeshot survive system reboot
AAAET ENOAOC &£ O OOAOOAO0O
O" 0 OA A gd.gl BIOSqnhteétion
BP, like any other malware, can be made persistent,
but thisis out of the scope of this presentation

In many cases this is not needed, BTW
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BP does not virtualize hardware!

BP and New BP are thin VMMSs,
They do not virtualize I/O devices!

If your 3D graphics card worked before BP
Installation, itwill still work with the same

performance!

Bluepilledsystems see the very same hardware as
they saw before BP installatianh/w fingerprinting
can not be used to detect BP
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Original Blue PIREAT 6 O OEOOOAI EU
The assumption was that the opponent (e.g. an A/V
Al 1 PATUQ Al AOT 60 EAOA A
because BP is usedtargeted attacks:
A8C8 xA CAT AOAOA A DBl 1 Ui
malware separately for each infection

alsoz we do not publlsh polymorphic generator, so
OEAO EOG6O 110 BT OOEAI A O

plus we make sure to encrypt the VMRUN instruction
after resuming the guest.
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